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Data Protection Quarterly Updates  

(January – March 2023) 

The Personal Data Protection Commission (PDPC) published four decisions between January and 

March 2023 after concluding the following investigations:  

(a) Two investigations relating to the Protection Obligation under the Personal Data Protection Act 

2012 (PDPA);  

(b) One investigation relating to the Protection Obligation and Retention Limitation Obligation under 

the PDPA; and 

(c) One investigation relating to the Consent, Notification and Purpose Limitation Obligations under 

the PDPA. 

The following table summarises the directions imposed in each of the decisions:  

We outline below some decisions of interest relating to the enforcement of the Protection Obligation, 

Retention Limitation Obligation and Consent, Notification and Purpose Limitation Obligations under 

the PDPA. 

Name of decision Relevant 

Obligation(s)  

Decision and directions 

imposed 

Sembcorp Marine Ltd [2023] 

SGPDPCS 2 

Protection Obligation No breach of Protection Obligation  

Eatigo International Pte. Ltd. [2022] 

SGPDPC 9 

Protection Obligation Breach of Protection Obligation Financial 

penalty of $62,400 

CPR Vision Management Pte Ltd 

L’Oréal Singapore Pte Ltd 

L’Occitane Singapore  

[2022] SGPDPCS 17 

Protection Obligation and 

Retention Limitation 

Obligation 

Breach of Protection Obligation and 

Retention Limitation Obligation by CPR 

Vision Management Pte Ltd  

Directions issued to, among others: 

(a) Conduct a security audit; 

(b) Rectify any security gaps identified; 

(c) Conduct a review of its databases 

containing personal data; and 

(d) Review and update its personal data 

policies 

No breaches by L’Oréal Singapore Pte Ltd 

and L’Occitane Singapore 

RedMart Limited  

[2023] SGPDPC 1 

 

Consent, Notification and 

Purpose Limitation 

Obligations 

Breach of Consent, Notification and 

Purpose Limitation Obligations. No further 

directions issued as earlier directions had 

already been complied with 
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Sembcorp Marine Ltd [2022] SGPDPCS 2  

Comments 

Even if an organisation may have several vulnerabilities in its systems or applications, the PDPC will 

assess holistically whether the organisation has: (a) implemented reasonable security arrangements, 

including the time taken by the organisation to react to a new vulnerability; and (b) taken expeditious 

steps to patch the vulnerability after being made aware of it.  

Facts 

In July 2022, the PDPC received a data breach notification from Sembcorp Marine Ltd (Sembcorp).   

Investigations by Sembcorp revealed that a threat actor had exploited three Log4J vulnerabilities in an 

application to gain unauthorised access to a server in January 2022. As a result, the threat actor 

exfiltrated the personal data of more than 25,000 individuals.  

After discovering the Log4J vulnerability, Sembcorp took prompt action to identify the vulnerability 

across all its software applications and apply security patches. Workarounds were implemented for 

systems for which patches were not available or had not been released. Incoming and outgoing Log4J 

traffic was also blocked.  

Decision 

Protection Obligation  

Under the Protection Obligation, an organisation is required to protect personal data in its possession or 

under its control by making reasonable security arrangements.  

The PDPC recognised that Sembcorp had little reaction time to detect and prevent the threat actor from 

infiltrating its server in January 2022, as the Log4J vulnerability was first reported in December 2021, 

and the threat actor had infiltrated Sembcorp’s servers as early as January 2022. The PDPC also 

acknowledged the swiftness with which Sembcorp took steps to address the vulnerability after its 

discovery (as described above).  

The PDPC noted that Sembcorp had adopted good practices in relation to its information and 

communications technology systems by implementing a cybersecurity testing programme, regular 

vulnerability assessment and penetration testing, and cyber security monitoring. 

As such, the PDPC was satisfied that Sembcorp had met its Protection Obligation under the PDPA and 

no enforcement action was taken in relation to the data breach.  

A copy of this decision may be accessed here.  

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Commissions-Decisions/GD_Sembcorp-Marine-Ltd_070223.pdf
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Eatigo International Pte. Ltd. [2022] SGPDPC 9 

Comments 

This decision illustrates the importance of maintaining up-to-date personal data asset inventories which 

catalogue all the personal data assets in an organisation's possession or control. This is to ensure that 

all such personal data is protected by the organisation's security measures.  

In addition, this case demonstrates how an organisation’s cooperation (or lack thereof) with the PDPC 

during investigations may impact the PDPC’s decision. An organisation’s lack of cooperation may 

unnecessarily prolong investigations, and may also be considered an aggravating factor when imposing 

directions.  

Facts 

Eatigo International Pte. Ltd. (Eatigo) is an online restaurant reservation platform which offers 

incentives (e.g., dining discounts) to its users. As part of its daily operations, Eatigo collects and 

processes the personal data of its users to facilitate restaurant reservations and the provision of 

incentives. 

In October 2020, the PDPC was notified of a possible data leak by Eatigo, as a cache of personal data 

suspected to have originated from Eatigo's database was offered for sale on an online forum. Eatigo 

was separately informed of the data leak by the PDPC and a journalist, and thereafter proceeded to 

investigate. 

Eatigo's investigations revealed that the personal data for sale on the online forum did not match any of 

its current databases in use at the time of the data leak but matched the structure of a legacy database 

(Affected Database). The Affected Database was in use until 2018, and contained Eatigo’s users’ 

personal data as of late 2018. Thereafter, Eatigo migrated to its current online platform. Although Eatigo 

had no intention of continuing to use the personal data in the Affected Database, it had retained such 

data to facilitate the migration onto its new platform. However, following the migration, the Affected 

Database was not included in Eatigo's Virtual Private Network (VPN) infrastructure. Further, Eatigo's 

new engineering team had no knowledge of, and did not have credentials to access, the Affected 

Database.  

The Affected Database lacked several security measures, including, among others, password rotation 

rules, a security review on the protection provided to the personal data in the Affected Database, and a 

system to monitor the exfiltration of large volumes of data.  

After discovering the data leak, Eatigo swiftly implemented several remedial actions including, among 

others, ensuring that the Affected Database was securely backed-up and then deleted, notifying 

affected individuals, and conducting penetration testing.  
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Decision 

Protection Obligation  

Under the Protection Obligation, an organisation is required to protect personal data in its possession or 

under its control by making reasonable security arrangements. In determining what constitutes a 

“reasonable” security arrangement, organisations should take into account the nature of the personal 

data in its possession and control and the impact that the disclosure of the data might have on affected 

persons. Given that the Affected Database contained personal data of approximately 2.76 million 

individuals, the PDPC was of the view that Eatigo should have implemented policies and practices to 

meet the security needs to fulfil the Protection Obligation. 

Further, the PDPC cautioned that organisations with substantial personal data assets should maintain 

an accurate and up-to-date personal data asset inventory as part of the Protection Obligation. Such an 

inventory should catalogue all personal data assets in the organisation's possession or control to ensure 

that the personal data is secured by the organisation's security measures, and that the organisation 

retains the necessary institutional memory of all its personal data assets regardless of staff turnover.  

The PDPC found that Eatigo was uncooperative during investigations and that its negligence in failing to 

maintain the Affected Database in its personal data asset inventory had resulted in the omission to 

extend its existing security arrangements to the Affected Database. The PDPC also found that Eatigo 

did not implement robust security monitoring for the exfiltration of large volumes of data and periodic 

security audits, including a reasonable vulnerability assessment of its information technology 

infrastructure.  

While Eatigo had implemented swift remedial measures to address the data leak, the PDPC found 

Eatigo grossly negligent in its handling of the Affected Database. Eatigo's uncooperative responses to 

the PDPC were also an aggravating factor. As such, the PDPC imposed a financial penalty of $62,400 

on Eatigo. No further directions were issued to Eatigo in view of its remedial actions.  

A copy of this decision may be accessed here.  

 

CPR Vision Management Pte Ltd, L’Oréal Singapore Pte Ltd and L’Occitane Singapore 

[2022] SGPDPCS 17 

Comments 

This decision is a timely reminder of the importance of ensuring that contractual arrangements with 

vendors and other data intermediaries include appropriate data protection terms for compliance with the 

PDPA. 

In addition, this case illustrates the importance of regularly reviewing data protection policies and 

practices and ensuring that such policies and practices are implemented in day-to-day operations. 

Doing so mitigates the risk that certain servers, databases, or storage devices are inadvertently 

overlooked, especially following a data migration or technology refresh.  

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Commissions-Decisions/GD_Eatigo-International-Pte-Ltd_211222.pdf
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Facts 

CPR Vision Management Pte Ltd (CPR) was a customer relationship management (CRM) system 

vendor that helped to process personal data collected by L'Oréal Singapore Pte Ltd (L'Oréal) and 

L'Occitane Singapore Pte Ltd (L'Occitane). 

The PDPC received data breach notification reports from L'Oréal and L'Occitane, on 29 October 2021 

and 1 November respectively, of a ransomware attack on CPR. The data breach affected a server and 

three network attached storage devices in CPR's office and involved the encryption of personal data 

belonging to 83,640 of L'Occitane's customers and 35,079 of L'Oréal's customers. The types of personal 

data affected included customers’ names, addresses, email addresses, mobile numbers, NRIC 

numbers, dates of birth, ages, gender, race, nationality, loyalty points, and amount spent.  

CPR requested, and the PDPC agreed, for the matter to proceed under the PDPC's Expedited Breach 

Decision Procedure. To this end, CPR voluntarily and unequivocally admitted the facts in the PDPC's 

decision and admitted to breaches of the Protection Obligation and Retention Limitation Obligation. 

Decision 

Protection Obligation  

Under the Protection Obligation, an organisation is required to protect personal data in its possession or 

under its control by making reasonable security arrangements. 

Although CPR had implemented an endpoint security solution which would have been able to detect 

and block unauthorised entry attempts to its office network, CPR had omitted to extend the deployment 

of this solution to the affected office network. While the nation-wide COVID-19 circuit breaker in 

Singapore in April 2020 could have partly excused CPR’s omission to include the affected office 

network in its data inventory, the PDPC observed that the omission to extend the deployment of the 

solution had persisted for more than one and a half years, until October 2021. 

Furthermore, as a CRM system vendor, CPR processed a high volume of web traffic containing 

personal data on behalf of many e-commerce retailers, including L’Oréal and L’Occitane, and would 

ordinarily be held to a higher standard. As such, the omission to deploy its endpoint security solution 

suggested that CPR had failed to maintain an inventory of its data assets. 

In light of the above, the PDPC found that CPR was in breach of the Protection Obligation.  

Retention Limitation Obligation 

CPR admitted that it was in breach of the Retention Limitation Obligation. 

CPR admitted that the affected personal data had been legacy content, which should have been deleted 

and for which no business or legal purpose justified retention. In fact, L'Oréal had specifically instructed 

CPR to delete the affected personal data, and CPR had furnished a purported Certificate of Destruction 

stating that the personal data had been deleted in 2021.  

The PDPC found that L'Oréal and L'Occitane were not in breach of their Retention Limitation Obligation 

because they had adequately provided in their contracts with CPR that CPR was to ensure compliance 
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with the Protection and Retention Limitation Obligations under the PDPA. It also observed that they had 

no knowledge of the retention and storage of the legacy personal data by CPR and had no control over 

the device used by CPR to store the personal data affected by the ransomware attack. 

Decision 

As CPR had admitted liability upfront and there was no evidence that data exfiltration or modification 

had occurred, the PDPC decided it would be most appropriate to issue CPR directions rather than 

impose a financial penalty. Accordingly, the PDPC directed CPR to: 

(a) Conduct a thorough security audit of its technical and administrative arrangements for the 

protection of personal data in its possession and control and conduct; 

(b) Rectify any security gaps identified; 

(c) Conduct a comprehensive review of its databases containing personal data to ensure full 

compliance with the Retention Limitation Obligation; and 

(d) Review and update its personal data policies, including clarifying the roles of data 

intermediaries and vendors in complying with the Retention Limitation Obligation. 

A copy of this decision may be accessed here.  

 

RedMart Limited [2023] SGPDPC 1 

Comments 

This decision highlights the importance of ensuring that the collection, use, and disclosure of personal 

data is conducted only on clearly identified and justifiable grounds. In light of the PDPC's clarification 

that the National Interest Exception and Investigations Exception have a relatively narrow scope, it 

would be prudent for organisations relying on these exceptions to ensure they have alternative bases 

for the collection, use, and disclosure of personal data, such as express consent and the general 

Legitimate Interests Exception. 

Facts 

The PDPC received a complaint stating that RedMart Limited (RedMart) was collecting images of the 

physical NRICs and other identification documents of suppliers making deliveries to its warehouses. 

Security checkpoints at RedMart's warehouses used a RedMart-issued tablet computer to take 

photographs of these documents (ID Photographs). 

According to RedMart, the ID Photographs were collected to deter acts that could compromise food 

safety and also to facilitate the investigation of food safety incidents. However, there were no notices at 

the warehouses' security checkpoints informing suppliers of the purpose for the collection of the ID 

Photographs. 

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Commissions-Decisions/Decision---CPR-Vision-Management-Pte-Ltd---071222.pdf
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Decision 

RedMart sought to justify the collection of the ID Photographs on the following two legal bases. 

Inferred or Implied Consent 

RedMart first sought to rely on inferred or implied consent on the basis that the suppliers had 

volunteered the documents to be photographed on request. However, the PDPC noted that RedMart 

had failed to comply with its Notification Obligation because it did not inform the suppliers of the purpose 

for collecting the ID Photographs. Further, even if the Notification Obligation had been complied with, 

since the collection of ID Photographs was a condition for entry to the warehouses, and the suppliers 

made deliveries to the warehouses as part of their employment or business, the PDPC found that any 

such consent would have been invalid.  

The PDPC rejected RedMart’s submission that there was deemed consent from the suppliers because 

the suppliers had no choice in the matter. They could not therefore be said to have voluntarily provided 

their documents in order for deemed consent to be made out. Further, the PDPC observed that it would 

not have been obvious to suppliers that photographic images of their documents would be taken and 

stored.  

Legitimate Interests Exception 

Alternatively, the PDPC accepted that RedMart could in principle have relied on the general Legitimate 

Interests Exception to collect the ID Photographs without the suppliers' consent, since the collection was 

for the purpose of ensuring good public hygiene and safety, which was not only a legitimate interest of 

RedMart but also benefited all downstream food and beverage businesses, supermarkets, and diners 

who eventually consumed the food stored in the warehouses. 

To rely on the general Legitimate Interests Exception, RedMart would have, prior to collecting the ID 

Photographs, had to: 

(a) Conduct and document an assessment determining whether RedMart's interests in collecting 

the ID Photographs outweighed the adverse effect on suppliers; 

(b) For any adverse effects identified, RedMart would have had to implement reasonable measures 

to eliminate, mitigate, or reduce the likelihood of occurrence; and 

(c) Provide suppliers reasonable access to information about RedMart's collection of the ID 

Photographs (e.g., by way of disclosure in RedMart's public data protection policy). 

National Interest Exception 

The PDPC rejected RedMart's submission that it could rely on the National Interest Exception on the 

basis that it was in the national interest to collect ID Photographs to establish the identities of suppliers 

to a high level of fidelity and deter potential food security incidents at the warehouses. It held that, while 

RedMart's food security concerns were valid, they were limited to its own warehouses and did not reach 

the level of “national defence” or “national security” concerns contemplated by the National Interest 

Exception. 
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Investigations Exception 

The PDPC also rejected RedMart's reliance on the Investigations Exception in the PDPA, on the basis 

that the collection of ID Photographs was necessary to facilitate investigations into food security 

incidents at the warehouses. It held that, in order for RedMart to rely on the Investigations Exception, 

the collection of personal data must have been for the purpose of an ongoing investigation and could 

not be for a hypothetical future investigation. 

Decision 

The PDPC found that RedMart had not complied with the PDPA in respect of the collection and use of 

ID Photographs from suppliers prior to 8 July 2022.  

In view of its findings and the fact that RedMart had taken some steps to address the issues raised, the 

PDPC's preliminary decision was to give directions to RedMart to evaluate whether the collection of ID 

Photographs was reasonably necessary for RedMart's interest in deterring and investigating security 

incidents at the warehouses and, if RedMart intended to rely on the general Legitimate Interests 

Exception, to take the necessary steps described above.  

However, the PDPC observed that RedMart had already taken steps to address the issues raised, 

including an internal assessment to rely on the Legitimate Interests Exception and action to eliminate 

and mitigate the adverse effects that might have resulted from its collection and use of the ID 

Photographs (including the implementation of enhanced access controls to protect the ID Photographs).  

Consequently, the PDPC found that the risks of unauthorised access, use, and/or disclosure of the ID 

Photographs had been significantly lowered and that RedMart had already complied with the directions 

contemplated in its preliminary decision. The PDPC therefore decided that it was unnecessary to issue 

any further directions. 

A copy of this decision may be accessed here. 
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